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IT'S OK TO NOT 
BE A SECURITY 
EXPERT! ��



1. Who worries about a bad actor penetrating their 
systems?

2. Who worries about an official body issuing fines or 
taking away a license to operate?

3. Who worries that their engineering teams may not 
be ready to control these risks?

Getting to know you - hands up!



These are 
reasonable 

worries.
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Solution What we 
did 

ImpactChallenge Close



Tes: an 100 year 
old education 
company

Becoming 
Digital



Infrastructure Platform team

50
engineers

140
micro-services

10
teams

Stream-aligned teams

Stream-aligned teams

Stream-aligned teams

Stream-aligned teams

Concepts from Team Topologies
By Matthew Skelton & Manuel Pais



THE 
CHALLENGE

Many precious 
things to protect



Risk to 
reputation, 
operation

and
teacher data



Risk to our 
autonomous 
& high trust 

teams



Solution What we 
did 

ImpactChallenge Close



OUR SOLUTION
Engineer-Led 

Security



Why did we think 
this was possible?

We were inspired by 
Shannon Lietz, 

a DevSecOps leader
(GOTO 2015 • The Road To Being Rugged)



Stream
-aligned team

s

Stream
-aligned team
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Stream
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Stream
-aligned team

s

Engineering Security

(Enabling team)



SPOILERS!
It worked



Solution What we 
did 

ImpactChallenge Close



The eng-sec team

+ &
And then...

Charlotte
(engineer)

Amélie
(engineer)

Me
(lead)

+ &
Me

(lead)
George

(engineer)
Tom

(engineer)



Photo by Kier in Sight Archives on Unsplash

Real world planning

https://unsplash.com/@kierinsightarchives?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-and-black-abstract-illustration-qXA4b_dZSbQ?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Charter 
& team

Discovery 
with 

stakeholders

Guide to
 first paved 

path

Raise 
knowledge 

with training 
and practice

Layered 
Controls in 

place

A linear abstraction



Identify  
stakeholders 

and the stakes

To avoid 
getting lost



Discover prioritiseMany rivers 
to cross

Discover prioritise
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With the first 
Paved path

🛥 🛥 🛥
and make 

knowledge a 
rising tide
⛵ ⛵ ⛵

Begin to fix 
security 

gap
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Meet 
Stan
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Trust, but verify



Done?

Original by Hello I'm Nik from Unsplash

https://unsplash.com/@helloimnik?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/MAgPyHRO0AA?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Gearing 
through  

graded paved 
paths



Gearing 
through  

graded paved 
paths



Guide,
don't police. 

Build 
connection

Whilst avoiding 
siloing

Only brake as 
last resort

ITERATE



Solution What we 
did 

ImpactChallenge Close



Operations: "It changed a lot of mindsets, and 
moved from security being an afterthought"
Risk: "Brought the most valuable assets 
engineering has into security"
Engineer: "Everyone knows where to go and 
engineers are empowered to use secure by design 
in everyday work"

Scaled Impact



Fixed: Authentication app occasionally placed user's password in 
cookie.
Fixed: Hacker games led to engineers patching holes next day.
Protected: Higher risk data moved to safer stores
Protected: Sensitive data encrypted in Message Queues.
Prevented: Standardising security mitigated Credential Stuffing 
attack.
Awareness: Board level queries and interest

Unplanned gains



Solution What we 
did 

ImpactChallenge Close



Photo by Jan Kopřiva on Unsplash

(1) Security threats are only going to increase

(2) Engineering is optimised for a purpose

(3) There is so much to do and so little time

https://unsplash.com/@jxk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-sailboat-floating-in-the-middle-of-the-ocean-t3X3jbP92m4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Photo by Nathan Bartlett on Unsplash

https://unsplash.com/@nathanbartlettphotography?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-police-boat-traveling-down-a-river-next-to-a-dock-NybXcorrd6Y?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


1. Charter a team to solve the problem
2. Connect them up to what's important 
3. Set a standard that helps delivery 
4. Focus on community not correctness

How to start



Takeaways
https://engineeringandcareering.co.uk/ldx3



EXTRAS



Str

ENG SEC
TEAM

Cyber Security 
Lead

Compliance 
lead

Risk
Lead

Platform 
team

10 Product
squads

Wider 
business

Head 
of Eng

Platform
lead

The Team Onion by Emily Webber is 
licensed under a Creative Commons 

Attribution-NonCommercial-NoDerivatives 
4.0 International License.

https://emilywebber.co.uk/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

